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Abstract

In an increasingly digitalized world, a key challenge for companies is to meet customers’ expectations
for personalized and satisfying experiences, while protecting their privacy and data security. This study
aims to understand how companies can balance delivering engaging customer experiences and
maintaining data security in the digital era. Using a Systematic Literature Review (SLR) approach, this
study analyzes 67 articles published between 2020 and 2024 to identify trends, challenges, and
opportunities in this area. The results show that successfully creating this balance depends on three main
aspects: the application of innovative technologies, responsive regulation to change, and building
customer trust. The findings also highlight the importance of cross-disciplinary collaboration in
developing a more holistic and strategic approach. This study contributes to theory development by
offering a new conceptual framework on the relationship between customer experience and data
security. In addition, the findings are also practically relevant for companies in designing policies and
strategies that allow them to remain competitive without compromising customer privacy. By combining
theoretical and practical insights, this study is expected to help companies better respond to the
challenges of the digital era.

Keywords: Customer experience, Data security, Digital era, Systematic literature review, Customer
trust.

INTRODUCTION
The development of information technology, such as big data and artificial intelligence, has had a

significant impact on companies in collecting and analyzing customer data. With this capability,
companies can improve the personalization of services offered to customers, which in turn can increase
customer satisfaction and loyalty (Nopritayani, 2023). However, the use of this data also raises concerns
regarding data privacy and security. Research shows that lack of trust in the system and impersonal
treatment can reduce customers' intention to use digital services, such as mobile banking (Juliana &
Keni, 2020). This shows that although technology provides many benefits, companies must still pay
attention to security and privacy aspects to build customer trust (Masitoh & Kurniawati, 2023). In the
increasingly digital context, companies are required to provide a personalized and relevant customer
experience, while at the same time maintaining the security and privacy of customer data. This study
aims to explore how companies can achieve a balance between these two aspects. In an era where
customer data is a very valuable asset, companies must adopt a strong cybersecurity strategy to protect
it. This not only protects digital assets but also builds customer trust which in turn strengthens brand
reputation (Genaro, 2023). Research shows that when companies can guarantee data security and
privacy, customers tend to be more trusting and loyal to the brand (Azmi, 2023; Santoso, 2024).
Customer trust is a key factor in determining the success of digital services. Research shows that
trust has a positive effect on customer satisfaction, which in turn affects customer loyalty (Muliadi,
2024). In this context, companies need to understand how customer experience can be influenced by
security and privacy factors (Bakhtiar & Sunarka, 2020). For example, companies that are able to
provide data security guarantees and transparency in managing customer information are more likely to
build trust (Urbayani et al., 2022). In addition, positive experiences in interacting with digital services
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can also increase customer trust and satisfaction, which are important for maintaining their loyalty
(Nopritayani, 2023).

However, challenges arise from the need to personalize customer experiences. Research shows a
paradox between personalization and privacy, where efforts to provide a better experience can raise
privacy concerns among customers (Lambillotte et al., 2022). For example, when companies use
customer data for personalization, they must ensure that the information is managed in a transparent and
ethical manner (Hemker et al., 2021). Otherwise, customers may feel threatened and reduce their trust
in the company, which can negatively impact their loyalty (Wanjugu et al., 2022; Liu et al., 2022). To
achieve this balance, companies need to implement clear policies regarding data privacy and security.
This includes the use of technologies that can protect customer data, such as encryption and differential
privacy techniques (Dangal, 2023; Zheng et al., 2022). In addition, companies should invest in security
awareness training for managers and employees to ensure that all parties understand the importance of
data protection (Chukwurah, 2024). With the right approach, companies can not only meet customer
expectations for a personalized experience but also maintain their trust by ensuring that their personal
data is safe and secure (Wiwiek, 2020).

Through this research, it is hoped that effective strategies can be found to manage the relationship
between personalization and privacy, so that companies can provide optimal customer experiences
without sacrificing data security. In an increasingly complex digital era, the challenge of balancing the
need for personalization and privacy protection is becoming increasingly urgent. Research shows that
responsiveness to customer needs and data security are key factors in increasing customer satisfaction
(Lukman, 2024; Furwanti, 2024). For example, Lukman (2024) emphasized the importance of e-
Servqual dimensions, including security and privacy, in influencing customer satisfaction on digital
platforms. In addition, Furwanti (2024) emphasized that companies that successfully manage customer
data well can create stronger and more mutually beneficial relationships with their customers.

Furthermore, companies need to adopt a proactive approach in managing the risks associated with
the use of technology, including the implementation of the "Privacy by Design" principle that integrates
data protection into every stage of product and service development (Mauliza, 2022; Caturjayanti, 2020).
This is in line with the findings that consumers are increasingly aware of the importance of data
protection and prefer services that are transparent in terms of the use of their personal data
(Sulistianingsih et al., 2023; Pamungkas, 2023). Therefore, this study will explore strategies that
companies can implement to create an engaging and safe customer experience, while ensuring
compliance with applicable regulations (Lie, 2023; Novita & Santoso, 2021). Thus, this study will not
only provide practical guidance for companies in facing regulatory challenges, but will also highlight
the importance of collaboration between stakeholders, including the government and regulatory
agencies, to create an ecosystem that supports technological innovation while maintaining personal data
protection (Suryadarma, 2024; Judijanto, 2024). This research is expected to provide a significant
contribution to the understanding of the relationship between technology, regulation, and customer
experience in today's digital era.

By formulating these research questions, it is expected that the research can make a significant
contribution in understanding the dynamics between personalization and privacy in the digital era, as
well as providing practical recommendations for companies in managing both aspects effectively. These
questions aim to understand how companies can optimize customer experience while maintaining
personal data security. The main research questions that will be answered in this SLR are:

1. How can companies balance between personalization of customer experience and privacy

protection in the digital era?

2. What are the strategies that can be implemented by companies to balance between

personalization of customer experience and protection of personal data?
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3. How do consumer perceptions of privacy policies affect their decisions to transact online?

4. What is the impact of privacy violations on customer loyalty in the context of personalization?

5. How do personal data protection regulations in Indonesia affect personalization practices in the

digital business sector?

This question is important to understand the legal context that affects how companies can use
customer data for personalization. With strict regulations, companies need to adjust their strategies to
remain compliant with the law while still providing a personalized experience to customers. The
research goal of the main research question in this SLR is to explore and understand the strategies that
companies can implement to achieve an effective balance between delivering personalized customer
experiences and maintaining customer data privacy. In this context, the study aims to identify the
challenges and opportunities that companies face in managing both aspects simultaneously. First, the
study aims to analyze how technologies, such as big data and artificial intelligence, can be used to
enhance personalization without compromising customer privacy. The study will delve deeper into how
companies can leverage these technologies to deliver relevant experiences while still respecting
customers’ privacy rights. Second, the study also aims to explore the impact of privacy concerns on
customers’ purchasing decisions. shows that privacy concerns can influence how customers interact
with personalized services, and that companies need to understand the factors that influence customers’
willingness to share their personal information.

By understanding this relationship, companies can design better strategies to reduce privacy
concerns and increase customer trust. Third, the study will evaluate the role of transparency in
companies’ privacy policies. Therefore, the study aims to provide insights into how companies can
communicate their privacy policies in a clear and effective manner, so that customers feel more secure
in sharing their information. Ultimately, this study aims to provide practical recommendations for
companies in developing a balanced strategy between personalization and privacy protection. By
identifying best practices and innovative approaches that have been successfully implemented by other
companies, this study is expected to provide useful guidance for companies in facing the challenges
related to personalization and privacy in the digital era. Thus, the research goal of this question is to
provide a comprehensive understanding of how companies can navigate the complexities between
personalizing customer experiences and protecting privacy, and to develop effective strategies that can
increase customer satisfaction and loyalty without compromising their privacy.

RESEARCH METHOD
The research methodology for the systematic literature review (SLR) titled “Personalization and

Privacy: Navigating the Balance between Engaging Customer Experience and Data Security in the
Digital Age” will follow a structured set of steps to ensure that all relevant aspects of the existing
literature are thoroughly analyzed. The following are the methodological steps that will be taken: The
inclusion criteria for this study were designed to ensure that only the most relevant and high-quality
articles were included in the analysis. These criteria include articles that discuss the relationship between
personalization and privacy in the context of customer experience. This is crucial because the primary
focus of the study is to understand how these two aspects interact and influence customer experience in
the digital age. By including articles that explicitly discuss this relationship, the study can provide deeper
and more targeted insights.

Publication in a peer-reviewed journal indicates that the research has been evaluated by experts in
the field, thereby increasing the credibility and validity of the findings presented. It also ensures that the
methodology used in the study has been examined and deemed sound. Relevant publications within the
last 10 years to ensure relevance to recent developments in the field. Given the rapid development of
technology and changes in consumer behavior, it is important to consider the latest research that reflects
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current conditions and challenges. Thus, the results of this study will be more relevant and applicable in
the current context. Meanwhile, the exclusion criteria aim to filter out articles that do not meet the
established standards, thus maintaining the focus and quality of the research. The exclusion criteria
include: 1) Articles that are not relevant to the main topic of the study will be excluded to ensure that
the analysis conducted remains focused and does not deviate from the objectives of the study. 2) Given
that this study will be conducted in a broader academic context, it is important to limit sources that can
be accessed and understood by researchers and the wider audience. This also helps in maintaining
consistency in terminology and understanding. 3) Articles that do not have a transparent methodology
or do not go through a peer review process can reduce the quality of the research. Therefore, only articles
that have a clear methodology and have been evaluated by peers will be included in the analysis. By
setting strict inclusion and exclusion criteria, this study aims to produce a comprehensive and in-depth
analysis of the balance between personalization of customer experience and privacy protection, and
make a meaningful contribution to the existing literature in this field.

The literature search for this research will be conducted through several leading academic
databases, including: 1) Google Scholar, as one of the largest resources for academic literature, Google
Scholar provides access to various articles, theses, books, and research reports from various disciplines.
The use of Google Scholar allows researchers to find relevant articles quickly and efficiently. 2) JSTOR,
this database is known for its extensive collection of academic journals, especially in the humanities and
social sciences. JSTOR will help in finding articles that discuss theoretical and practical aspects of
personalization and privacy in the context of customer experience. 3) IEEE Xplore, specifically for
literature in the fields of engineering and information technology, IEEE Xplore provides access to
articles that discuss the latest innovations in technology that can affect personalization and privacy
protection. Scopus, as one of the largest bibliographic databases, Scopus offers access to peer-reviewed
articles and allows researchers to track citations and influences of relevant research. This is very useful
for understanding the context and impact of existing research. 3) SpringerLink, this database provides
access to scientific journals and books in various fields, including business and management.
SpringerLink will be a valuable resource for finding studies that address the interplay between
personalization, privacy, and customer experience.

The keywords that will be used in the search include "personalization”, "privacy", "customer
experience", "data security", and "digital marketing". This combination of keywords will help in finding
relevant articles and provide a better understanding of how companies can balance between
personalization and privacy protection. In addition, researchers will also use variations of related
keywords and phrases to expand the search, such as "privacy concerns"”, "digital marketing strategies",
and "user experience". With this systematic and structured search approach, researchers are expected to
be able to collect comprehensive and relevant literature to support the analysis in this study. Researchers
will also record and organize the articles found, including information about the methodology, findings,
and relevance of each article to the research question. This will facilitate the process of synthesizing and
analyzing data obtained from existing literature.

Relevant data from selected articles will be collected using a systematic and structured approach to
ensure that the information obtained can support an in-depth analysis of the balance between
personalization of customer experience and privacy protection. This data collection process will include
several important steps, as follows: 1) Key Findings Related to Personalization and Privacy, the
researcher will record the key findings from each relevant article, especially those related to the impact
of personalization on customer experience and privacy concerns. For example, a study by Wanjugu et
al. Wanjugu et al. (2022) identified how privacy violations can affect consumers' perceptions and
behaviors in sharing personal information. These findings will help in understanding the dynamics
between personalization and privacy and their implications for customer experience. 2)
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Recommendations Provided by Authors to Balance Both Aspects, in addition to recording the findings,
the researcher will also collect recommendations provided by the authors to help companies balance
between personalization and privacy protection. These recommendations may include strategies to
increase transparency in data use, implement better privacy policies, and use privacy-supporting
technologies, as discussed in the article by Tran et al. (Tran et al., 2020). These recommendations will
serve as a practical guide for companies in managing challenges related to personalization and privacy.
3) Data Organization, the collected data will be organized in a systematic format, such as a table or
matrix, to facilitate analysis and synthesis. Each article will be recorded with important information,
including title, author, year of publication, methodology, findings, and recommendations. Organizing
this data will help in identifying patterns and themes that emerge from the existing literature. 4)
Qualitative Analysis, after data collection is complete, the researcher will conduct a qualitative analysis
to identify key themes and patterns that emerge from the collected literature. This process will involve
grouping information based on relevant categories, such as effective personalization strategies, privacy
challenges, and best practices in maintaining customer trust.

With a systematic approach to data collection, it is hoped that this study can produce an in-depth
and comprehensive analysis of the balance between personalization of customer experience and privacy
protection in the digital era. The results of this data collection will form the basis for further synthesis
and analysis, as well as provide a meaningful contribution to the existing literature in this field. The data
collected from the selected articles will be qualitatively analyzed to identify key themes and emerging
patterns. The analysis process will involve several key steps to ensure that the information provided
provides in-depth insights into how companies can navigate the challenges of personalization and
privacy. First, the researchers will conduct a deep dive into the data collected to identify key themes that
emerge from the studies. This includes an analysis of how companies are implementing personalization
strategies, the challenges they face with privacy, and the impact of privacy policies on customer
experience. The researchers will look for consistent patterns across the articles, which can provide a
clearer picture of best practices and effective approaches. Once themes and patterns have been identified,
the next step is to synthesize the findings. This synthesis will combine information from multiple sources
to build a comprehensive understanding of the interaction between personalization and privacy. The
researchers will group the findings into relevant categories, such as successful strategies, common
challenges, and recommendations provided by the authors. This process aims to produce a coherent and
integrated narrative that can help answer the main research question.

In addition to identifying and synthesizing data, researchers will also conduct a critical analysis of
the existing findings. This includes evaluating the strengths and weaknesses of each study, as well as
considering the context in which the research was conducted. By conducting a critical analysis,
researchers can provide deeper insights into how the research findings can be applied in real practice
and what the implications are for companies operating in the digital age. Based on the results of the
analysis and synthesis, the researcher will develop practical recommendations for companies in
balancing between personalization of customer experience and privacy protection. These
recommendations will be based on strong evidence from the existing literature and will include
implementable strategies to increase transparency, build customer trust, and utilize technology in an
ethical manner.

Finally, the results of the data analysis and synthesis will be compiled in the form of a systematic
and structured report. This report will include a summary of the findings, a discussion of practical
implications, and recommendations for further research. In this way, this research is expected to make
a meaningful contribution to the understanding of the balance between personalization and privacy in
the context of customer experience in the digital era. The results of this SLR will be compiled in a clear
and structured format, covering several key elements that will provide a comprehensive overview of the
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research findings. The process of reporting the results aims to present information in a way that is easy
to understand and accessible to various stakeholders, including academics, practitioners, and policy
makers. The elements that will be included in the results report are as follows: 1) The report will begin
with a summary of the main findings obtained from the literature analysis. This will include key points
that identify the relationship between personalization, privacy, and customer experience. This summary
will provide an overview of how companies can use effective personalization strategies while
maintaining customer privacy. The researchers will highlight the most significant and relevant findings,
and provide context for understanding the impact of these findings on business practices.

The report will then present an in-depth discussion of the practical implications of the findings.
This will include an analysis of how companies can apply the findings to improve customer experience
while protecting their personal data. The discussion will include real-world examples of companies that
have successfully balanced personalization and privacy, as well as the challenges they may face. In
doing so, the report will provide not only theoretical insights but also practical guidance that companies
can implement in the real world.

Finally, the researchers will provide recommendations for further research in this area. These
recommendations will cover areas that still need further exploration, such as the impact of new
regulations on personalization and privacy practices, and how new technologies may affect the
relationship between the two. The researchers will also encourage collaboration between academics and
practitioners to develop innovative solutions that can help companies address the challenges associated
with personalization and privacy. The quality of studies included in the SLR will be evaluated using
appropriate assessment tools, such as AMSTAR (A Measurement Tool to Assess Systematic Reviews),
to ensure that only high-quality studies are included. This evaluation process is essential to ensure the
integrity and validity of the research results, and to ensure that conclusions drawn are based on strong
and reliable evidence. AMSTAR is a tool specifically designed to assess the quality of systematic
reviews. Using AMSTAR, researchers can evaluate various aspects of the included studies, including
the clarity of the research question, the methodology used, and the transparency in reporting the results.
This tool also helps to identify potential bias in existing studies, so that researchers can be more
confident that the results obtained are representative and not distorted by external factors. The evaluation
criteria that will be used in AMSTAR include several important elements, such as whether the study has
conducted a comprehensive literature search, whether there is an assessment of the quality of the
included studies, and whether there is an adequate analysis of the data obtained.

By assessing each article against these criteria, researchers can ensure that only studies that meet
high quality standards are included in the final analysis. Ensuring the quality of studies included in the
SLR is critical, as research results based on low-quality studies can lead to misleading conclusions. By
only including studies that have been rigorously evaluated, this study is expected to make a more
significant contribution to understanding the trade-off between personalization of customer experiences
and privacy protection in the digital age. The results of the quality evaluation will also be reported in
the final report of the study. Researchers will include information on the number of studies evaluated,
the number of studies that met the quality criteria, and the reasons why certain studies were not included.
This will provide further transparency about the selection process and increase confidence in the results
of the study. By following these methodological steps, this study is expected to make a significant
contribution to understanding the trade-off between personalization of customer experiences and privacy
protection in the digital age. This study will not only add to the existing literature but also provide
practical guidance for companies in managing the challenges related to personalization and privacy.
With a systematic approach to quality evaluation, this study is expected to make a meaningful
contribution to understanding how companies can navigate the challenges between personalization and
privacy in the digital age.
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RESULTS and DISCUSSION
After the description of the selected articles is done, it can be seen how the relationship between

one article and another, there are similarities and differences between them, but still on the same topic
of discussion. In this discussion, we will see what discussions often appear in the selected articles based
on the frequency of themes that are often discussed in the articles. After the articles are analyzed, they
are reviewed one by one and then with the help of Artificial Intelligence, sorting the most popular
discussion themes, as shown below: Table 1.

Table 1. The Most Popular Discussion Themes

Number Theme Order Frequency
1. Customer experience 35
2. Data security 30
3. Customer trust 28
4, Security 25
5 Acrtificial intelligence (Al) 59

Source: Primary data, processed (2024)

Based on the frequency of themes in the table above, discussions related to User Satisfaction have
35 out of 67 articles discussing this. This is very important, because in order to increase the number of
users, each Customer Experience competes to provide many useful innovations to pursue user
satisfaction. Furthermore, various articles also discuss other themes, such as trust (trust) as many as 30
articles, service quality (service) there are 25 articles, and intention to continue using there are 18
articles. The following is the distribution of the publication years of the 67 articles, as follows: Table 2
below.

Table 2. The Most Popular Discussion Themes

Number Tahun Number of Articles
1. 2020 12
2. 2021 6
3. 2022 12
4 2023 25
5 2024 12
TOTAL 67

Source: Primary data, processed (2024)

From the number of years, the articles related to the adoption of Customer Experience were the
most in 2023 with 25 articles and in 2021 with 6 articles. It is hoped that for further research there will
be more discussions related to the adoption of Customer Experience.

Using a data extraction method in the form of a table that is arranged, with several points such as
library sources, year of publication, how the problem is formulated, and information extracted from
various journals, namely the research method used to test variables and how the results of the test are
developed by analyzing the relevance to the phenomena that occur.

This study highlights that the balance between an attractive customer experience and data security
is determined by three main pillars, hamely innovative technology, adaptive regulation, and customer
trust levels. Innovative technologies, such as artificial intelligence (Al) and blockchain, have a crucial
role in creating a personal and secure customer experience. Al allows companies to process customer
data in real-time, provide relevant recommendations, and enhance more personal interactions. On the
other hand, blockchain provides transparency and security by creating an immutable recording system,
so that customers feel their data is more protected.
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At the regulatory level, flexibility and adaptability to technological developments are key elements
in creating effective policies. Regulations that are too rigid can hinder companies’ innovation in
delivering superior customer experiences. Conversely, adaptive regulations allow companies to navigate
new challenges in the digital era, such as cyber threats and increasing customer expectations for data
protection. Good regulations also include clear guidance on ethical and transparent data use, so that they
can provide maximum protection for customers without sacrificing innovation. Customer trust was
found to be a strategic pillar that supports the successful integration of customer experience and data
security. Transparency in data management is a major factor that influences customer loyalty and
satisfaction. When companies openly communicate how data is used and protected, customers tend to
feel more comfortable and trust the services provided. This finding confirms that trust is not only the
result of good security policies, but also from companies’ efforts to establish honest and responsive
communication with customers. By combining technology, regulation, and customer trust, companies
can build a solid foundation to remain competitive in the digital era. In this context, an approach that
focuses on transparency and ethics in managing customer data is essential. Research by Yustanti (2023)
shows that strong personal data protection not only meets legal requirements but also increases customer
loyalty (Yustanti, 2023; Bagaskara, 2024). Thus, companies that actively protect personal information
tend to increase customer satisfaction and loyalty. Therefore, a strategy that integrates personalization
with privacy protection can be the key to creating an optimal and sustainable customer experience in
this digital era. Companies must adopt a more holistic approach in their marketing strategies, considering
how customer data is used and protected. Research by Liyanaarachchi (2020) shows that utilizing
technologies such as Al can help create a more personalized experience for customers, but must be
balanced with strict data protection measures to avoid privacy violations (Aldboush, 2023;
Liyanaarachchi, 2020). In addition, it is important for companies to educate customers about how their
data is used and protected, so that they can build greater trust (Brough et al., 2022). In doing so,
companies can better operate in an increasingly complex digital environment, while still meeting the
needs and expectations of their customers.

Furthermore, strategies that companies can implement to improve customer experience without
sacrificing data security include implementing encryption technology and clear privacy policies
(Mahsyar et al., 2020). In addition, companies must also provide training to employees on the
importance of data protection and how to maintain customer trust (Nugraha, 2023). Research shows that
companies that prioritize data security and privacy in their marketing strategies can significantly
increase customer loyalty (Ichsan, 2023). Thus, this study will explore these strategies in more depth,
as well as how companies can integrate best practices in data management into their online shopping
experience (Vilkaité-Vaitoné & Skackauskiené, 2020). Therefore, it is important for companies to not
only focus on technological innovation, but also to develop strategies that pay attention to security and
privacy aspects. Thus, companies can create an environment that supports customer trust and improves
their experience in using digital services (Fajri, 2023). In this increasingly complex digital era,
companies that are able to manage data well and maintain customer trust will have a significant
competitive advantage (Pertiaz, 2023).

Trust in Customer Experience also increased during the pandemic. With the increasing use of
Customer Experience, users feel more confident that digital transactions are safe, which strengthens
their intention to continue using it. Prasetya & Shuhidan (2023) showed that the pandemic increased
trust in the security of Customer Experience, especially among Islamic economics students. Based on
data extraction from relevant journals, we can conclude that the COVID-19 pandemic has a significant
impact on user perceptions of Customer Experience. One finding that has sparked debate is the potential
conflict between personalizing customer experiences and protecting data privacy. In many cases, deep
personalization requires extensive data collection, such as demographic information, preferences, and
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behavioral habits. This can increase the risk of privacy violations, especially if the data is not managed
properly. However, other findings suggest that customers are more willing to share their data if
companies transparently explain the purpose of using the data and the steps taken to protect it. This
raises questions about the ethical boundaries that companies should consider when leveraging customer
data to create more personalized experiences.

On the technology side, blockchain is often seen as a potential solution to increase data transparency
and security. However, the implementation of this technology is not without its challenges. High costs
and limited scale are often major barriers, especially for small and medium-sized companies. While
large companies may have the resources to adopt this technology, questions arise about how to ensure
the technology is inclusive across the organization. This debate highlights the need for strategies that
are not only technically effective, but also affordable and accessible to a wide range of companies,
regardless of their size or capacity. In addition, these findings open up a broader discussion about the
relationship between regulation and technological innovation. While strict regulation is necessary to
protect customer privacy, an overly restrictive approach can hinder the adoption of new technologies.
This raises the dilemma of how regulators can create policies that support companies in leveraging
technologies like blockchain without compromising the security of customer data. Such discussions
provide an opportunity for researchers and policymakers to find optimal common ground, so that
innovation and security can go hand in hand in the digital age.

CONCLUSION
For practitioners
Companies must adopt an ethical data-driven approach that places customer security and privacy

as a top priority. In practice, this means that all data collection, processing, and storage activities must
comply with applicable privacy standards and regulations. This approach not only protects companies
from potential legal violations but also enhances their reputation with customers. By demonstrating a
commitment to data protection, companies can strengthen their relationship of trust with customers,
which in turn has a positive impact on loyalty and business sustainability. Integrating advanced
technologies is a strategic step to support data security while providing a superior customer experience.
Technologies such as data encryption can protect sensitive information from external threats, while
artificial intelligence (Al) can be used to detect potential threats in real-time and prevent breaches before
they occur. On the other hand, blockchain can increase data transparency and verification, allowing
customers to feel more secure about how their data is managed. The implementation of these
technologies must be designed with a customer-centric approach, so as to create a personalized yet
secure service.

In addition to technology, companies also need to focus on human resource development through
ongoing training programs. This training aims to increase employee awareness of the importance of data
protection and provide an understanding of best practices in customer data management. With trained
employees, companies can minimize the risk of data leaks due to human error or negligence.
Furthermore, companies must build an organizational culture that upholds data integrity and customer
privacy, so that every individual in the organization feels responsible for maintaining information
security.

Policy makers

Regulators and policy makers play a central role in creating a framework that allows companies to
balance innovation with data security. In a digital era full of technological disruption, adaptive and
relevant regulations are an urgent need. These regulations must be designed to accommodate
technological developments without stifling innovation, while still providing maximum protection for
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customer data. For example, regulations need to include specific guidelines on data collection, storage,
and use that ensure data is only used for legitimate and transparent purposes. Global collaboration is
essential to address cross-border challenges in data management. Given that data often moves between
countries, uniform or internationally compatible regulations can help reduce the risk of policy
inconsistencies between regions. This collaborative effort should involve governments, international
organizations, and industry players to design standards that can be applied widely. In addition, protection
mechanisms such as standard encryption, regular data audits, and security certifications should be an
integral part of regulations to increase customer trust in the digital ecosystem.

Regulators also need to encourage safe and responsible data sharing practices across industry
sectors. This practice can accelerate innovation, for example through the development of artificial
intelligence-based technologies or more sophisticated data analytics, without violating customer
privacy. On the other hand, the role of regulators also includes educating the public about the importance
of data security and the risks they may face. By increasing public digital literacy, the public can better
understand how their data is used, and be more aware of threats that can compromise their privacy.
Collaboration between regulators, the private sector, and civil society organizations can create a digital
ecosystem that is safe, innovative, and trusted by all parties.

REFERENCES

Abdullah, M. (2024). Manajemen Data Akademik Perguruan Tinggi Keagamaan Islam Swasta (Studi
Literature Review). An-Nadzir, 2(01), 48-59. Https://D0i.Org/10.55799/Annadzir.\V2i01.356

Adauwiyah, H., Kamaluddin, M., Kautsar, R., & Fitroh, F. (2022). Systematic Literature Review
Terhadap Pemanfaatan Internet Of Things (lot) Dalam Bidang Kesehatan. Applied Information
System And Management (Aism), 5(2), 67-74. Https://Doi.Org/10.15408/Aism.V5i2.21187

Albab, S. (2024). Perlindungan Hukum Terhadap Data Pribadi Nasabah Penyedia Jasa Pinjaman Bukan
Bank Secara Online. Ethics And Law J.. -Bus. And N.A., 2(1), 176-182.
Https://D0i.Org/10.61292/Eljbn.112

Aldboush, H. (2023). Building Trust In Fintech: An Analysis Of Ethical And Privacy Considerations In
The Intersection Of Big Data, Ai, And Customer Trust. International Journal Of Financial
Studies, 11(3), 90. Https://Doi.Org/10.3390/1jfs11030090

Aliza, N., Prianto, Y., & Rahaditya, R. (2022). Regulasi Proteksi Data Pribadi Pasien Covid-19 Di
Indonesia.  Jurnal Muara llmu Sosial Humaniora Dan Seni, 6(1), 248.
Https://D0i.Org/10.24912/Jmishumsen.V6i1.13462.2022

Andriyani, N. And Yudhistira, P. (2023). How Does Conventional Travel Agent Services Enhance
Brand Loyalty? The Relationship Between Customer Experience, Brand Credibility, And Brand
Trust. Jurnal Manajemen Teori Dan Terapan | Journal Of Theory And Applied Management,
16(1), 162-178. Https://Doi.Org/10.20473/Jmtt.\V16i1.43170

Angraini, N. (2023). Mengukur Kepuasan Pelanggan. Jab, 2(1), 1.
Https://Doi.Org/10.26858/Jab.V2i1.43447

Ashsifa, 1. (2020). Pengaruh Technology Acceptance Model (Tam) Terhadap Kepuasan Pelanggan Dan
Niat Penggunaan Mobile Banking Secara Berkelanjutan (Privasi Dan Personalisasi Sebagali
Variabel Moderasi). Technobiz International Journal Of Business, 3(1), 25.
Https://D0oi.Org/10.33365/Th.VV3il.644

Azizi, M. (2024). Analisis Pengalaman Pelanggan Sebagai Fokus Utama Dalam Pemasaran Bisnis Di
Industri  Manufaktur.  Jurnal  Multidisiplin ~ West  Science,  3(01), 98-107.
Https://Doi.Org/10.58812/Jmws.V3i01.956

Bagaskara, R. (2024). Legal Protection Of Consumer Personal Data In Online Loan Transactions. Asian
Journal Of Social And Humanities, 2(7), 1579-1586. Https://Doi.Org/10.59888/Ajosh.VV2i7.295

Bakhtiar, M. And Sunarka, P. (2020). Faktor-Faktor Peningkat Minat Beli Pelanggan Elevenia Di Kota
Semarang. Solusi, 18(2). Https://Doi.Org/10.26623/Slsi.V18i2.2300

10

Under License Creative Commons Atribusi 4.0 Internasional



http://creativecommons.org/licenses/by/4.0/

JURNAL CAFETARIA Vol. 6 No. 1 (Januari, 2025) pp 1-14

Brough, A., Norton, D., Sciarappa, S., & John, L. (2022). The Bulletproof Glass Effect: Unintended
Consequences Of Privacy Notices. Journal Of Marketing Research, 59(4), 739-754.
Https://D0i.Org/10.1177/00222437211069093

Caturjayanti, V. (2020). Konsep Privacy By Design Sebagai Perlindungan Data Pribadi Pengguna
Aplikasi  “Peduli  Lindungi”. Jurnal Hukum Lex  Generalis, 1(9), 70-87.
Https://Doi.Org/10.56370/Jhlg.VV1i9.251

Fajri, A. (2023). Kepercayaan Sebagai Pemediasi Citra Merek Dan Persepsi Harga Terhadap Kepuasan
Konsumen Event Organizer. Jimak, 3(3), 15-21. Https://Doi.Org/10.55606/Jimak.V3i3.1568

Fan, H., Han, B., Gao, W., & Li, W. (2022). How Ai Chatbots Have Reshaped The Frontline Interface
In China: Examining The Role Of Sales-Service Ambidexterity And The Personalization—
Privacy Paradox. International Journal Of Emerging Markets, 17(4), 967-986.
Https://Doi.Org/10.1108/1joem-04-2021-0532

Fathni, 1. (2023). Pengaruh Kebijakan Privasi, Dan Tingkat Kepercayaan Pada Platform Digital
Terhadap Perilaku Pengguna Dalam Melindungi Privasi Online Di Indonesia. Sanskara Hukum
Dan Ham, 2(02), 118-126. Https://Doi.Org/10.58812/Shh.V2i02.305

Fitria, K. (2023). Analisis Serangan Malware Dalam Perbankan Dan Perencanaan Solusi Keamanan.
Jurnal Informatika Dan Teknik Elektro Terapan, 11(3).
Https://D0i.Org/10.23960/Jitet.\VV11i3.3312

Furwanti, R. (2024). Redefining Crm For The Digital Age: The Role Of Customer Data Protection From
An Islamic Perspective. Share Jurnal Ekonomi Dan Keuangan Islam, 13(1), 128.
Https://D0i.0rg/10.22373/Share.VV13i1.22521

Gika, E. (2023). Analisis Strategi Pemasaran Digital Dalam Upaya Peningkatan Omset Penjualan (Studi
Pada Konsumen Gojek Di Tasikmalaya). Jurnal Pendidikan Tata Niaga (Jptn), 11(1), 18-28.
Https://D0i.Org/10.26740/Jptn.V11n1.P18-28

H, S., Herrando, C., & Constantinides, E. (2021). The Transformation Of Data Marketing: How An
Ethical Lens On Consumer Data Collection Shapes The Future Of Marketing. Sustainability,
13(20), 11208. Https://D0i.0Org/10.3390/Su132011208

Hanjaya, J. And Setiawan, P. (2022). Pengaruh Kualitas Layanan, Promosi Penjualan Dan Digital
Marketing Terhadap Loyalitas Konsumen Gojek Di  Denpasar. E-Jurnal Manajemen
Universitas Udayana, 11(9), 1634. Https://Doi.0Org/10.24843/Ejmunud.2022.\V11.109.P03

Hendri, H., Suriyanto, S., & Pranacitra, R. (2023). Kepastian Dan Perlindungan Hukum Terhadap Data
Pribadi Pengguna Fintech Peer To Peer Lending. Jurnal llmiah Universitas Batanghari Jambi,
23(1), 848. Https://Doi.Org/10.33087/Jiubj.\VV23i1.3006

Heriyanto, H. (2023). Analisis Perbandingan Regulasi Dan Perlindungan Hukum Atas Privasi Data
Pasien Di Tiga Negara Asia Tenggara (Indonesia, Singapura, Dan Laos). Jurnal Ners, 7(2),
1247-1259. Https://D0i.Org/10.31004/In.V7i2.16760

Hidayat, A. (2023). Kontribusi Digitalisasi Bisnis Dalam Menyokong Pemulihan Ekonomi Dan
Mengurangi Tingkat Pengangguran Di Indonesia. Syntax Idea, 5(9), 1259-12609.
Https://D0i.Org/10.46799/Syntax-ldea.V5i9.2559

Judijanto, L. (2024). Analisis Pengaruh Adopsi Teknologi Finansial, Kepercayaan Nasabah, Dan
Regulasi Terhadap Penggunaan Layanan Keuangan Digital. Jurnal Akuntansi Dan Keuangan
West Science, 3(01), 20-28. Https://Doi.Org/10.58812/Jakws.V3i01.906

Juliana, J. And Keni, K. (2020). Prediksi Kualitas Pelayanan Dan Kepercayaan Terhadap Loyalitas
Pelanggan: Kepuasan Pelanggan Sebagai Variabel Mediasi. Jurnal Manajerial Dan
Kewirausahaan, 2(1), 110. Https://D0i.Org/10.24912/Jmk.V2i1.7451

Karimah, U., Istiyono, E., Asmara, A., & Nasrullah, I. (2022). Evaluasi Program Pembelajaran Kimia
Sma/Ma Berbasis Pondok Pesantren. Measurement In Educational Research, 2(2), 71.
Https://D0i.Org/10.33292/Meter.\V2i2.189

Lambillotte, L., Bart, Y., & Poncin, I. (2022). When Does Information Transparency Reduce Downside
Of Personalization? Role Of Need For Cognition And Perceived Control. Journal Of Interactive
Marketing, 57(3), 393-420. Https://D0oi.Org/10.1177/10949968221095557

Lie, G. (2023). Sosialisasi Perlindungan Konsumen Dan Data Pribadi Pengguna Layanan Pinjaman
Uang Berbasis Teknologi Informasi Di Kabupaten Indramayu. Jsa, 1(1), 287-294.
Https://D0i.Org/10.24912/Jsa.V1i1.24114

11

Under License Creative Commons Atribusi 4.0 Internasional



http://creativecommons.org/licenses/by/4.0/

JURNAL CAFETARIA Vol. 6 No. 1 (Januari, 2025) pp 1-14

Liyanaarachchi, G. (2020). Online Privacy As An Integral Component Of Strategy: Allaying Customer
Fears And Building Loyalty. Journal Of Business Strategy, 41(5), 47-56.
Https://Doi.Org/10.1108/Jbs-09-2019-0183

Lubis, U. (2023). Faktor-Faktor Yang Mempengaruhi Kepuasan Konsumen Terhadap Pelayanan Pada
Bandar Udara: Faktor Kualitas Pelayanan, Fasilitas, Dan Faktor Keamanan. Jurnal Manajemen
Pendidikan Dan llmu Sosial, 4(1), 571-577. Https://Doi.0Org/10.38035/Jmpis.V4i2.1575

Lukman, N. (2024). Analysis Of E-Servgual Dimensions Influencing E-Customer Satisfaction Of My
First Media Application Users. International Journal Of Science Technology & Management,
5(2), 440-447. Https://Doi.Org/10.46729/1jstm.V5i2.1072

Mahardhika, W. (2023). Pengaruh Keamanan Dan Kepercayaan Terhadap Keputusan Pembelian Online
Shop Pada Marketplace Shopee (Studi Pustaka Manajemen Sekuriti). Jurnal limu Multidisplin,
2(1), 121-129. Https://Doi.Org/10.38035/Jim.V/2i1.239

Masitoh, D. And Kurniawati. (2023). Pengaruh Brand Experince Terhadap Brand Loyalty Melalui
Perceived Quality Dan Brand Trust Pada Pengguna E-Wallet Di Indonesia. Jurnal Ekonomi
Trisakti, 3(1), 1133-1146. Https://Doi.Org/10.25105/Jet.\VV3i1.15620

Mauliza, A. (2022). Pengaruh Perlindungan Data Dan Cyber Security Terhadap Tingkat Kepercayaan
Menggunakan Fintech Masyarakat Di Surabaya. Sibatik Journal Jurnal limiah Bidang Sosial
Ekonomi Budaya Teknologi Dan Pendidikan, 1(11), 2497-2516.
Https://Doi.Org/10.54443/Sibatik.\V/1i11.395

Muliadi, S. (2024). Determinan Proses Keputusan Pembelian Online Di Kalangan Konsumen Muslim
Pengguna Shopee: Kepercayaan Sebagai Variabel Mediasi. Jurnal Manajemen Maranatha,
23(2), 233-246. Https://Doi.Org/10.28932/Jmm.V23i2.8719

Nopritayani, N. (2023). Pengaruh Kepuasan, Kepercayaan Dan Switching Barrier Terhadap Loyalitas
Pelanggan Pada Grapari Mitra  Singaraja (Pt.  Telkomsel). Jnana, 11(2).
Https://D0i.Org/10.55822/Jnana.VV11i2.363

Novita, Y. And Santoso, B. (2021). Urgensi Pembaharuan Regulasi Perlindungan Konsumen Di Era
Bisnis Digital. Jurnal Pembangunan Hukum Indonesia, 3(1), 46-58.
Https://D0i.Org/10.14710/Jphi.V3i1.46-58

Nuraziza, S. (2024). Keseimbangan Antara Inovasi Teknologi Dan Kepatuhan Regulasi: Tantangan
Dalam Mengintegrasikan Artificial Intellegence (Ai) Dalam Manajemen Keuangan. Money,
2(1), 47-57. Https://Doi.Org/10.31004/Money.V2i1.21438

Pamungkas, D. (2023). Paradoks Etika Teknologi Informasi: Kepercayaan Dan Privasi Data Di Era
Digital. Sitasi, 3(1), 526-534. Https://Doi.0Org/10.33005/Sitasi.V3i1.426

Parmini, N., Parmiti, D., & Astawan, I. (2021). Pengembangan Instrumen Penilaian Keterampilan
Berbicara Pada Anak Kelompok B. Mimbar Pendidikan Indonesia, 2(1), 8-14.
Https://D0i.Org/10.23887/Mpi.V2i1.31416

Pertiaz, S. (2023). Penggunaan Media Sosial Oleh Pt Kai Dalam Meningkatkan Komunikasi Dengan
Pelanggan. Jurnal Penelitian Inovatif, 3(2), 385-394. Https://Doi.0Org/10.54082/Jupin.169

Preiksaitis, K. And Dacin, P. (2020). Consumer Responses To Strategic Customer Extensions. Journal
Of Product & Brand Management, 30(2), 244-261. Https://D0oi.Org/10.1108/Jpbm-08-2019-
2515

Putra, K. And Seminari, N. (2020). Kualitas Produk, Kualitas Layanan, Dan Kewajaran Harga
Berpengaruh Terhadap Kepuasan Pelanggan The Old Champ Cafe. E-Jurnal Manajemen
Universitas Udayana, 9(10), 3423. Https://D0i.0Org/10.24843/Ejmunud.2020.vV09.110.P01

Ramdani, R. (2023). The Kepuasan Mahasiswa Universitas Bumigora Terhadap Pelayanan E-
Commerce. Income, 1(2), 105-114. Https://Doi.Org/10.30812/Income.V1i2.3210

Sauki, M. (2024). Pengaruh Keamanan, Privasi, Dan Kepercayaan Terhadap Minat Menggunakan
Metode Pembayaran Cash On Delivery Pada Pembelian Produk Pembersih Wajah Secara
Online Di Jakarta. Syntax Literate Jurnal Illmiah Indonesia, 9(6), 3271-3283.
Https://Doi.Org/10.36418/Syntax-Literate.\V9i6.15409

Sen, M. (2023). A New Era For Data Analysis In Qualitative Research: Chatgpt!. Shanlax International
Journal Of Education, 11(S1-Oct), 1-15. Https://Doi.Org/10.34293/Education.VV11is1-Oct.6683

12

Under License Creative Commons Atribusi 4.0 Internasional



http://creativecommons.org/licenses/by/4.0/

JURNAL CAFETARIA Vol. 6 No. 1 (Januari, 2025) pp 1-14

Setiawan, H., Ghufron, M., & Mochtar, D. (2020). Perlindungan Hukum Terhadap Data Pribadi
Konsumen Dalam Transaksi E-Commerce. MIj Merdeka Law Journal, 1(2), 102-111.
Https://Doi.Org/10.26905/Mlj.V2i1.5496

Shen, X., Jiang, H., Chen, Y., Wang, B., & Gao, L. (2023). Pldp-FI: Federated Learning With
Personalized Local Differential Privacy. Entropy, 25(3), 485.
Https://Doi.Org/10.3390/E25030485

Sihite, P. (2024). Integrasi Chatbot Custom Chatgpt Dengan Chatbase Dalam Meningkatkan
Pengalaman Pengguna Dan Efisiensi Layanan Dalam Website E-Commerce. Jati (Jurnal
Mahasiswa Teknik Informatika), 8(3), 3532-3536. Https://Doi.Org/10.36040/Jati.V8i3.9733

Siswanto, H., Adhilla, F., & Purwoko, P. (2020). Analisis Pengaruh Kualitas Produk Dan Kualitas
Layanan Terhadap Kepuasan Pelanggan Pasar Bisnis (Studi Pada Cv Kreasindo Mitra Pratama).
Jurnal limiah Ekonomi Global Masa Kini, 11(2), 92-96.
Https://Doi.Org/10.36982/Jiegmk.V11i2.1189

Sulistianingsih, D., Ihwan, M., Setiawan, A., & Prabowo, M. (2023). Tata Kelola Perlindungan Data
Pribadi Di Era Metaverse (Telaah Yuridis Undang-Undang Perlindungan Data Pribadi).
Masalah-Masalah Hukum, 52(1), 97-106. Https://D0i.Org/10.14710/Mmh.52.1.2023.97-106

Suryadarma, F. (2024). Regulasi Fintech Di Indonesia: Mendorong Inovasi Dan Melindungi Konsumen
Dalam Ekosistem Digital. Jurnal Iimiah Mahasiswa Perbankan Syariah (Jimpa), 4(1), 117-126.
Https://D0i.Org/10.36908/Jimpa.V4il1.320

Suryantini, 1. (2023). Pengaruh Kualitas Pelayanan Dan Pengalaman Pelanggan Terhadap Loyalitas
Pelanggan Shopee Di Kota Singaraja. Ekuitas Jurnal Pendidikan Ekonomi, 11(1), 116-122.
Https://Doi.Org/10.23887/Ekuitas.VV11i1.60905

Susiloadi, P. And Nirmala, V. (2022). Pengaruh Kualitas Pelayanan Dan Customer Experience Terhadap
Kepuasan Pelanggan Kereta Rel Listrik (Krl) Jogja-Solo. Spirit Publik Jurnal Administrasi
Publik, 17(2), 204. Https://Doi.Org/10.20961/Sp.VV17i2.66883

Tran, T., Solt, M., & Zemanek, J. (2020). How Does Personalization Affect Brand Relationship In Social
Commerce? A Mediation Perspective. Journal Of Consumer Marketing, 37(5), 473-486.
Https://D0i.Org/10.1108/Jcm-12-2017-2499

Trisnaningsih, Y. (2021). Kualitas Layanan Widyaiswara Dan Kepuasan Peserta Pelatihan Di Bpsdmd
Provinsi  Sulawesi  Tengah. Jurnal  Widyaiswara Indonesia, 2(2), 71-84.
Https://D0i.Org/10.56259/Jwi.V2i2.82

Urbayani, J., Pujiyanto, E., & Fahma, F. (2022). Analisis Pengaruh Kualitas Layanan Terhadap
Kepuasan Dan Loyalitas Pelanggan Pada Sistem Pembayaran Netflix. Performa Media llmiah
Teknik Industri, 21(2), 168. Https://Doi.Org/10.20961/Performa.21.2.57763.

Vahlevi, R. And Vitaharsa, L. (2022). Pengaruh Kualitas Layanan Mobile Banking Terhadap Kepuasan
Dan Loyalitas Nasabah Di Bank Bni Kcu Daan Mogot. Jurnal Sosial Dan Sains, 2(9), 1060-
1069. Https://Doi.Org/10.36418/Jurnalsosains.\V2i9.480

Wanjugu, S., Moulard, J., & Sinha, M. (2022). The Paradoxical Role Of Relationship Quality On
Consumer Privacy: Its Effects On Relinquishing And Safeguarding Information. Journal Of
Consumer Behaviour, 21(5), 1203-1218. Https://Doi.0rg/10.1002/Cb.2072

Wicaksono, E. (2023). Analisis Keamanan Sistem Informasi Penjualan Pada Pt Arta Boga Cemerlang
Cabang Kediri Dengan Menggunakan Standar Iso 27001:2013. Sitasi, 3(1), 344-353.
Https://Doi.Org/10.33005/Sitasi.V3i1.361

Wijaya, S., Bhawika, G., & Nareswari, N. (2023). Pengaruh Online Shopping Experiences,
Seller/Customer Service, External Incentives, Security And Privacy Terhadap Customer
Satisfaction Pada Beauty E-Commerce: Studi Kasus Pengguna Sociolla Di Surabaya. Jurnal
Sains Dan Seni Its, 11(3). Https://Doi.Org/10.12962/J23373520.V/11i3.83359

Xue, J., Zhou, Z., Zhang, L., & Majeed, S. (2020). Do Brand Competence And Warmth Always
Influence Purchase Intention? The Moderating Role Of Gender. Frontiers In Psychology, 11.
Https://Doi.Org/10.3389/Fpsyg.2020.00248

Yulianisa, F. (2021). Kualitas Layanan Studio Musik VVoz Di Pakualaman Yogyakarta. Deskovi Art And
Design Journal, 4(2), 44. Https://Doi.Org/10.51804/Deskovi.V4i2.1564

Yustanti, D. (2023). Analysis Of Legal Protection For Consumer Personal Data And The
Responsibilities Of Banks., 1248-1262. Https://Doi.Org/10.2991/978-2-38476-164-7_114

13

Under License Creative Commons Atribusi 4.0 Internasional



http://creativecommons.org/licenses/by/4.0/

JURNAL CAFETARIA Vol. 6 No. 1 (Januari, 2025) pp 1-14

Zuraidah, E. (2021). Analisa Pengaruh Kualitas Pelayanan Pt Pos Indonesia Cabang Belitang Terhadap
Tingkat Kepuasan Pelanggan Menggunakan Metode Servqual. Prosisko Jurnal Pengembangan
Riset Dan Observasi Sistem Komputer, 8(2), 15-22.
Https://Doi.Org/10.30656/Prosisko.V8i2.3702

14

Under License Creative Commons Atribusi 4.0 Internasional



http://creativecommons.org/licenses/by/4.0/

